© ® N oo O h 0w N =

22

24
25
26
27
28
29
30
31
32

33
34
35
36
a7

Trajectory-Level Redirection Attacks on
Vision-Language-Action Models

Anonymous Author(s)
Affiliation
Address

email

Abstract: Vision-language-action (VLA) policies bring natural language into
closed-loop robot control, enabling robots to execute manipulation tasks directly
from text instructions. The same interface gives text a recurring role in control be-
cause the prompt is reused at every replanning step, and each prompt-conditioned
action changes the future observations on which the policy acts. Existing VLA at-
tacks study adversarial prompts that elicit targeted low-level actions or make such
actions persist across changing images. We identify a stronger trajectory-level
failure mode: a prompt that still appears to specify the intended task but redirects
the final physical outcome. We mathematically formalize this setting as command-
preserving trajectory redirection, a prompt-only threat model in which the attacker
chooses one prompt before the episode, all policy and environment components
remain fixed, and the prompt must stay close to the benign instruction while omit-
ting target words and correction language. To find such prompts, we introduce
an on-policy prompt search method that uses rollouts to discover perturbations
whose closed-loop behavior tracks a target task while satisfying the command-
preserving constraints. Experiments in simulation and on hardware show that
near-benign prompt perturbations can redirect VLA rollouts to attacker-specified
targets. These results expose a trajectory-level vulnerability in VLA instruction
grounding: text that appears to preserve the intended command can still give an
adversary control over the robot’s final physical outcome.

Project website: https://vla-redirection-attack.github.io/

Keywords: Vision-Language-Action Models, Adversarial Attacks, Robot Safety

1 Introduction

Vision-language-action (VLA) policies are making natural language a persistent interface for closed-
loop robot control. Models such as 7 5 [1], OpenVLA [2], and RT 2 [3] map a natural-language
instruction and a camera observation directly to robot actions. This interface is powerful: it enables
non-expert users to specify manipulation tasks in natural language and allows a single policy to
generalize across diverse scenes and objects. At the same time, it changes the role of language in
the control loop. The instruction is not consumed once; it is reused at every replanning step, where
it interacts with the current observation and influences the next action. As VLA-controlled robots
move from constrained demonstrations toward broader deployment [1, 4], understanding the failure
modes introduced by this persistent language interface becomes a concrete safety problem.

Recent work has begun to reveal these vulnerabilities. Jones et al. [5] showed that adversarial textual
suffixes, optimized with the Greedy Coordinate Gradient algorithm [6], can drive OpenVLA to
targeted low-level actions and sustain them across many rollout steps, and VLA-Fool [7] broadened
the attack surface to visual noise, adversarial patches, and cross-modal misalignment. These studies
establish that VLA policies are vulnerable to input perturbations at the level of individual queries.
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However, eliciting a targeted action at one inference
step, or making that action persist across changing
images, is not equivalent to controlling what the
robot physically accomplishes. A manipulation task
such as “put the bowl on the plate” requires a tem-
porally structured sequence of distinct behaviors:
reaching, grasping, lifting, transporting, aligning,
and releasing, while the observations encountered
later in the rollout are themselves determined by the
prompt-conditioned actions taken earlier. Thus, a
prompt optimized on a fixed set of pre-collected ob-
servations is evaluated on the wrong state distribu-
tion: the relevant observations are precisely those in-
duced by the candidate prompt in closed loop. This
motivates our central question: can a command-
preserving text perturbation redirect the full closed-
loop trajectory of a frozen VLA toward an adversary
specified, alternate physical target? By command-
preserving, we require that the prompt remain tex-

70,

—
The adversarial prompt is
close to the benign
prompt and differs only

\L— by a character
put the bowl on the staove”

Adversary’s intended goal:
put the bowl on plate”

Figure 1: A wmmand-preservmg prompt perturbazwn redirects
the closed-loop VLA trajectory toward an adversary-specified
physical goal. Although the adversarial prompt differs from the
benign instruction by only a small text change and contains no
explicit target command, the robot places the bowl on the plate
rather than the stove.

tually close to the benign instruction, omit the attacker’s target task, and contain no override or
correction language, thereby ruling out trivial prompt replacement. To find such perturbations, we
introduce an on-policy prompt search algorithm that rolls out candidate prompts, relabels their vis-
ited observations with actions from the same frozen VLA queried under the target instruction, and
re-optimizes under the command-preserving constraints. This procedure is the prompt-search ana-
logue of DAgger [8]: it aggregates data from the state distribution induced by the current candidate
rather than from an offline trajectory that becomes stale once the prompt changes the robot’s behav-
ior.

Our contributions: (i) We mathematically formalize command-preserving trajectory redirec-
tion: a prompt-only threat model in which the attacker changes a small part of the instruc-
tion, keeps the prompt seemingly aligned with the benign command, and redirects the robot
to an adversary-specified alternate physical target. (ii) We introduce an on-policy prompt search
method to find such trajectory redirection prompts. (iii) In both simulation and hardware experi-
ments, we evaluate a broad set of policy architectures spanning discrete-token action prediction,
flow-matching and diffusion action heads, continuous action chunks and action-as-text designs.
We show that command-preserving perturbations expose a broad vulnerability across VLA fami-
lies, achieving attack success rates above 90% on seven of the nine evaluated VLA architectures.
(iv) Finally, we evaluate defenses to such trajectory-level attacks, showing that robust mitigation
requires command-level normalization rather than only surface cleanup.

2 Related Work

Foundation Models for Robotics: Vision Language Action Models (VLAs) unify visual perception,
language grounding, and low-level motor control in a single prompt-conditioned policy. Recent sys-
tems span autoregressive action-token prediction [9, 3, 10, 11, 2, 12], discretized or vector-quantized
action tokenizers [13, 14, 15], continuous action heads [16], diffusion or flow-based action genera-
tion [17, 4, 18, 19], action chunking [20], spatially enriched representations [21, 22], compact/effi-
cient variants [23, 24, 25], and direct action-as-text decoding [26, 27]. Across these architectures,
the language input directly shapes the action distribution queried repeatedly during closed-loop ex-
ecution. Our work targets this shared interface.

Textual Adversarial Examples and Triggers: Textual adversarial examples show that neural language
models can be sensitive to small, human-preserving changes in input text. Early work demonstrated
brittleness from adversarially inserted text and character-level edits [28, 29]. Black-box attacks
later showed that misspellings, word substitutions, and visually small edits can substantially change
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model predictions while preserving human readability [30, 31, 32, 33]. Subsequent methods tight-
ened semantic and fluency constraints using masked language models, contextual substitutions, and
paraphrase-like perturbations [34, 35, 36, 37]. Related work on visually subtle and tokenization-level
changes shows that the rendered text seen by humans can differ sharply from the token sequence pro-
cessed by the model [38]. A parallel line of work studies adversarial triggers and prompt attacks:
short strings, learned prompts, or suffixes that induce targeted behavior when inserted into otherwise
benign inputs [39, 40, 41, 6, 42, 43]. Standard textual attacks are usually evaluated on static pre-
diction or generation tasks. In robot control, the perturbed text changes actions, actions change the
world, and the changed world produces the observations for future policy calls. This makes textual
perturbation a closed-loop control problem, not only an input-level robustness problem.

Adversarial Attacks on VLAs: Recent work has begun to study adversarial vulnerability in VLA-
controlled robots through several attack surfaces. Prompt-based attacks and jailbreak-style suffix
optimization show that language inputs can induce low-level action (mis-)behavior in VLAs [5].
Vision-side attacks study adversarial patches and perception-level corruptions that alter robot be-
havior through [44, 45, 46]. Other work considers multimodal attacks, robustness degradation, and
attacks that destabilize the robot policy [47, 48, 49, 50]. The closest prior work adapts language-
model adversarial suffix methods to robotic VLAs and shows that a prompt-level attack, applied
once at rollout start, can persist across future observations [5]. These works motivate a stronger
embodied failure mode: a prompt that still appears to specify the intended command, and contains
no target instruction, can drive the robot to complete a different, adversary specified physical task.

3 Threat Model and Problem Statement

A VLA uses language as a persistent conditioning signal for feedback control [5]. The task text is
embedded with the current observation at every policy query, and the decoded action changes the
state from which the next observation is collected. The attack surface is only the task text; the robot,
physical environment, environment dynamics, and policy are fixed.

Closed-Loop VLA Rollouts. Let IIy : 7 x © — A denote a frozen VLA policy. The input
T € T is a text instruction, o € O is an observation, and IIy(7, 0) is an action chunk of horizon H.
This abstraction covers both token-decoding VLAs and continuous-action VLAs after the model-
specific action decoding step. At replanning step k, the robot observes o, = g¢(sk), queries the
VLA, and executes the first m < H actions before the next query. Let U,,, : A¥ — A™ denote the
executed-prefix operator. For episode e with initial state sg(e), the rollout induced by prompt 7 is

skt = F(sp, Um (o (7,9(s5)))), 50 = so(e). M

We write £ = (s, 0f, AJ, - - ., s} ) for the resulting trajectory where K is the number of replanning
steps in the episode. The same prompt 7 is used at every replanning step [5], while the observations
oy, are produced by the states reached under that prompt. Thus, the text perturbation changes both
the action selected at a state and the future states on which later actions are selected [8].

Adversary Capabilities. The adversary controls only the text instruction supplied before the
episode starts. The deployed attack is a single prompt 7 used for the full rollout. For attack con-
struction, the adversary may evaluate candidate prompts on the frozen VLA in the task environment.
In particular, the adversary can roll out candidate prompts, record the observations they induce, and
query the same frozen policy with different text prompts. Each episode e has a benign instruction 7
that specifies the nominal task. The attacker specifies a scene-valid target task through a target set
Ytar over final physical states. In Figure 1, 7, is put the bowl on the stove, and the attacker target is
the bowl-on-plate relation. Let h : S — ) map states to task-relevant relations. Let y:cnch be the
benchmark success set. We define B, (£7) = 1[h(s%) € YP"] and T,.(£7) = 1[h(s%) € Vi&T).

Command-Preserving Prompt Perturbations. The attack prompt must remain a valid perturbation
of the benign command. The constraint is general: the perturbed prompt should still be read as the
nominal task for episode e, while explicit text describing the attacker target must be absent. In
Figure 1, this means the prompt should still read as a version of put the bowl on the stove, while the
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attacker task put the bowl on the plate must not appear in the prompt. The admissible family is
Tep(m6,Te) = {7‘ €T : Ciexe(7,1) < g,Valid(r) = 1,Leak(r;e) = 0,Preserve(r, ) = 1}. )
> small text change —»readable prompt = no target leakage > keep benign command
Here Ctex+ is a fixed perturbation cost, for example, char-
acter edit distance or bounded insertion length. Valid ex- N .

N N K Text constraints in the example. For the nominal
cludes degenerate junk strings through pre-specified con-  command “put the bowl on the stove” and attacker
straints such as length bounds, readability checks, and 'k "Put the bowl on the plate” a prompt such as

K i put the bowl on the staove” is admissible since it
allowed character sets. The target lexicon I', contains  passesall four checks in Eq. (2). By contrast, “put the
words and phrases associated with the attacker task; for ~ bowl on the plate” (direct target prompting) and “put

. b the bowl on the stove. Corrected command: put the
Figure 1, it includes the term plate and paraphrases of the  bowl on the plate” (explicit suffix override [5]) are
bowl-on-plate target. Leak detects explicit target words, ~ inadmissible because they expose the target, replace
. the task, or override the benign command.
synonyms, and override language. Preserve records
whether the perturbed instruction remains interpretable as
the benign command under a fixed normalization rule or human annotation protocol. The exact in-

stantiation of the heuristics used in Eq. (2) for our experiments is provided in Appendix B.

Attack Success. The attacker task is evaluated as a predicate over the final physical state. The
benchmark and attacker predicate are evaluated on the same rollout {J. A prompt succeeds on
episode e when it satisfies Eq. (2), reaches the attacker target, and fails the benchmark relation:

Succe(T) =1 7€ Tep(m, L) A T.(&) =1 AN Be(€)=0 |. 3)

> valid perturbed command > adversary target achieved —» benchmark failed
4 Prompt Redirection Is a Trajectory-Level Problem

The central observation is that a VLA prompt acts as a persistent parameter of the closed-loop
controller. The same text is reused at every replanning step, and each prompt-conditioned action
changes the next observation on which the policy is queried. This has three consequences:

Fixed-observation prompt scores are insufficient. A fixed-observation score measures what a
prompt does at one image. For the scene in Figure 1, this might reveal that a perturbed com-
mand changes the first reach direction or the gripper motion from the initial view. The physical
attack depends on the observations that follow that first change. A slightly different reach can
change the gripper pose, contact state, occlusion, and object configuration seen at the next policy
query. Later decisions are then made from this altered visual stream. This identifies the trajec-
tory quantity that matters. For any candidate prompt 7, define its executed action at state s as
ur(s) = Un(Ilp(7, g(s))). Let u* : S — A™ denote any reference feedback controller whose roll-
out from sg(e) reaches the attacker target. The candidate’s on-trajectory mismatch to this reference
behavior is €], = |Ju,(s}) — u*(s})| . This mismatch is evaluated at s, the state produced by the
candidate prompt itself. This is the state at which the prompt must make the next useful decision.
Formally, a score on a reference dataset such as D, = {o;’ }f:_ol evaluates the prompt on observa-
tions from the benign rollout. The attack objective depends on o], = g(s},), where sj, is generated
by the candidate prompt through Eq. (1). The state distribution is part of what the prompt controls.
This is the sequential distribution shift that motivates on-policy data aggregation in imitation learn-
ing [8]. The relevant observations are therefore the ones produced by the candidate prompt as it
interacts with the task, including the intermediate states created by its own earlier actions.

Persistence is not (just) task redirection. Persistence captures whether an adversarial prompt
continues to elicit a desired low-level action as visual inputs change [5]. The bowl-on-plate target
in Figure | requires a structured sequence of different actions: approach the bowl, grasp it, lift it,
transport it to the plate, align above the plate, and release. The attacker target is naturally expressed
as a predicate over the final physical state. Many action sequences can realize the same target, and
many locally plausible action sequences can fail it. The relevant question is whether the perturbed
instruction causes the closed-loop policy to move the system into Y!** by the end of the rollout.

We use a tracking bound to formalize this point. Let sy ; = F,,(s), u*(s})) be the reference rollout
under u*, with s = s (e), and define §;, = ||s], — s}||. Assume F}, is Lipschitz in state and action
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Frozen VLA teachers H Constraint aware candidate search > Cl d-loop rollout

Benign prompt 7,2 Near-benign candidate prompts (derived from IH) Evaluate M candidates in a fixed episode using Eq. (10)

“put the bow! " Te Be Mean Text
on the stove” Frozen |—Au0) T1: “put the bowl on the staove’ Fiter using Rank using - “ w “ 012 095 078 18
Target prompt T2 q e " . B : : .
9 Rpu( fhe‘bow‘ VLA model|5A(0) 12 “put the bowl on the stéave” Ea.(2) Eq.(4) . - ™

Teacher

onjplates actions  T3: “put the bol on the stave” | —
. 2 .es 093 018 01 17
. *ol

: “put the bol on the stave”

g
S T ™ “,o ﬁ,o “,0 067 061 024 15

> Select the best adversarial prompt + useful near-miss / diverse rollouts

Observation (o) On-policy aggregation
For each selected prompt T € B, we store (0 A_b(d]), A_t(o]), weight)
A e+ ] selected rollouts B
U . AT+

Teacher labels for
each observation

Figure 2: High-level overview of the on-policy teacher-matching prompt search. The frozen VLA provides benign and target teacher action
chunks for each observation, while candidate prompts are filtered to remain command-preserving and then scored by target-vs-benign action
similarity. Top candidates are evaluated in closed-loop rollouts, and the observations induced by those rollouts are relabeled and aggregated
into the search dataset.

with constants Lg, Ly, s0 ||Fpn(s,u) — Fi(s',u')|] < Lglls — §'|| + Lulju — «'||, and assume u*
is L,-Lipschitz. Let @ = Ly + Ly, Ly. Then dx < L, Y5 aX~1=%¢7. Thus, if the perturbed
prompt chooses actions close to a target-achieving feedback behavior along the states it actually
visits, its final physical state remains close to the corresponding target-achieving rollout. When
o > 1, early mismatches receive larger coefficients, matching the intuition that early replanning
errors shape the rest of the episode. The bound follows by applying the Lipschitz condition for F},,
to the recursions for sj , ; and s} , ;, then adding and subtracting u*(s7,) inside the action term. The
first action difference is €7, while the second is bounded by L,dy, giving 0x41 < ady + Lye€j,.
Unrolling from §y = 0 yields the tracking bound above; the full proof is given in Appendix C.

Terminal physical state is the attack objective. Robot task benchmarks are judged by final
physical-state predicates. In Figure 1, the benchmark predicate is satisfied when the bowl ends
on the stove. The attacker predicate is satisfied when the bowl ends on the plate (Figure 1).
The attack is successful only when the final physical state satisfies the attacker predicate and the
benchmark predicate is unsatisfied. The tracking bound connects per-step behavior to this ter-
minal predicate. Assume h is Ljp-Lipschitz and the reference rollout reaches the attacker tar-
get with margin v > 0, meaning the ball of radius v around h(s% ) lies inside Y!**. Then
LnLy Y5t afK=17ker < 4 — T,(€7) = 1. This condition states that sufficiently small on-
trajectory action mismatch to a target-achieving behavior is enough to guarantee target success at
the final physical state. The tracking bound above bounds ||s% — s}k||. Applying the Lipschitz
property of h gives ||h(s%) — h(sk)|| < Li||s% — sk||- The margin condition above places h(s% )
inside Y**. Full proof in C.

5 On-Policy Teacher-Matching Prompt Search

We now describe an approach to search for a prompt 7 € Tcp (75, I'c) that satisfies the trajectory-
level success criterion in Eq. (3). The search uses the frozen VLA itself to provide action-level
guidance: candidate perturbations are compared against the behavior induced by the benign task
text and the attacker task text, then evaluated through closed-loop rollouts. A high level overview of
the method is shown in Figure 2. Implementation-specific details are available in Appendix B.

Teacher Labels from the Frozen VLA. Let 7; denote a natural-language instruction for the at-
tacker task. This prompt is used only during attack construction and is excluded from admissible
attack prompts by the leakage constraint in Eq. (2). We first check target feasibility by verifying
that 7; reaches the attacker target, i.e., T.(£7*) = 1. For any observation o, define the benign and
target teacher chunks as Ay(0) = Iy(7p,0) and Ay(o) = Iy(7¢,0). In the notation of Sec. 4,

this target teacher instantiates the reference controller as u*(s) = U,,(A:(g(s))). A candidate
prompt 7 produces A, (o) = Ily(7,0). Since only the first m actions are executed before replan-
ning, all comparisons use the executed-prefix loss £pre(A, A') = 370 | A; — A 113, a; >

0, Zyll a; = 1. Let A(0) = £pre(Ap(0), Ai(0)) +n with p > 0. We define normalized distances
di(1,0) = lpre(Ar(0), Ar(0))/A(0) and dy(T, 0) = Lpre(Ar(0), Ap(0))/A(0). Candidate prompts
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are scored by the target-vs-benign margin loss
Lrank (7—7 O) = max{O, dy (T7 0) —dy (Tv O) + :u’}7 (4)

where p > 0 is a margin. This favors prompts whose actions are closer to the target teacher than to
the benign teacher at the same observation.

Constraint-Aware Candidate Search. At iteration ¢, the search maintains a labeled dataset
D; = {(or, Ap(0,), A(0r),wy )}t ;. Candidate prompts are generated using adversarial text per-
turbations from prior work [51, 52, 53, 6], together with mutations of high-scoring candidates from
earlier iterations. Every candidate is filtered through Eq. (2). For surviving candidates, we compute
~ 1 e
Ji(1) = Wy Lrank (T, 0r)  + wy di (7, 0r) + BCtext (T, 7).
( ) ZT wr (or, %)EDi ( ) Er wr (o, %)EDi t( ) ‘—:te;t(cost ) ®)

> target-vs-benign margin > target closeness

Here )¢, 5 > 0 are fixed weights. The first term asks whether the candidate is more target-like, the
second term favors closeness to the target teacher, and the final term favors smaller text perturbations.
To avoid collapsing to one pattern, we select rollout candidates from multiple ranked lists: lowest
J;, lowest d;, largest target-vs-benign margin, and best prompt from each family.

On-Policy Aggregation and Rollout Selection. The initial dataset D is built by rolling out 7
and 7y and labeling each visited observation with A; and A;. The benign rollout provides nominal
task states, and the target rollout provides states along a feasible attacker-task trajectory. Subsequent
iterations follow the dataset-aggregation principle from imitation learning [8]: prompts are evaluated
on the states produced by the current search, and those states are added back into the scoring set. At
iteration i, the top M candidates under Eq. (5) are rolled out in the fixed episode. For each rollout,
we record T, (£7), Be(£7), the text-validity checks, and the mean target distance on the candidate’s

own trajectory, dy (1) = K ! ZkK:_Ol di(, of,). Rollouts are ranked by
Sroll(T) - )\tarTe(gg) - )\benChBe(gg) - AdistJt (7-) - )\textCtext (7-7 Tb)> (6)

where all \’s are nonnegative weights. For selected prompts B;, we add their observations to the
dataset: D; 1 = D; U {(of, Ap(0}), As(0},),w) : 7 € B;, k=0,..., K —1}. Weights w;, em-
phasize early replanning steps and observations where A; and A; differ. When a successful prompt
is found, we greedily remove perturbation tokens and re-run the rollout, keeping the shortest prompt
that remains in 7c, (7, I'e) and satisfies Eq. (3).

6 Experiments and Key Findings

Experimental Setup: In simulation, we evaluate on LIBERO [54] with the episode, initial state,
environment dynamics, benchmark predicate, and policy fixed. We report the macro-average across
LIBERO [54]-Spatial, Object, and Goal in the main paper. Appendix A reports the full suite-wise
breakdown. For each scene, we choose a scene-valid attacker task using the simulator oracle state,
then verify feasibility by rolling out the direct attacker-task prompt in the same fixed scene. We
evaluate attacks only on pairs where the benign prompt succeeds on the benchmark task and the
direct attacker-task prompt succeeds on the attacker task. Hardware experiments on a SO-100 6-
DoF arm [55] use the same prompt-only protocol, feasibility check, and metrics as simulation. All
attacks use the success rule in Eq. (3). We test a wide variety of VLA families: discrete action-token
VLAs [2, 12], generative and continuous action-head VLAs [4, 18, 17, 23, 56], optimized or custom
VLA variants [16, 13] and action-as-text VLA variants [26]. All simulation results use publicly
released LIBERO-finetuned variants of these models. For hardware, we fine-tune the corresponding
model families on a small SO100 dataset; the dataset is available on the project website.

Metrics: Clean SR is benign-prompt benchmark success; Target-feasible SR is direct target-prompt
success in the same episode. Attack ASR is the percentage of attackable episodes where the search
returns a valid command-preserving prompt whose rollout both fails the benchmark task and reaches
the attacker target at the final state. Bench fail and Target final report those two rollout events
separately. Edit is the median character-edit distance from the benign prompt. Queries/success is
the average number of policy queries per successful attack. More experiment details in Appendix A.
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KF#1: Near-benign prompts expose a shared
trajectory-redirection vulnerability. Across
LIBERO, command-preserving perturbations
redirect VLAs with different training recipes and
action decoders (refer Table 1). The attacks not
only make the robot fail, they also reliably move
the rollout away from the benchmark task and
toward the attacker’s intended physical outcome
(Figures 1, 6). This is the central trajectory-level
result: across architectures with distinct training
recipes, small perturbations to a task instruction
can redirect the full closed-loop behavior.

KF#3: The attack is carried by the corrupted des-
tination representation. The causal trace shows
that the prompt perturbation enters the policy
through a specific part of the command: the cor-
rupted destination phrase. In the example in Fig-
ure 3, the adversarial destination tokenizes into
pieces such as st, a, o, and ve. When we patch
the residual-stream activations for these token-
layer states back to their benign counterparts, the
first action prefix loses its target-like behavior.

Table 1: Command-preserving trajectory redirection across
VLA families on LIBERO. Results are averaged over LIBERO
episodes where both the benign task and the direct target task are
feasible for the model.

Clean Target-feasible Attack Bench  Target .
Model SR (%) gSR(%) ASR (%) fail (%) ﬁnalg(%) Edit
OpenVLA 765 69.4 91.8 94.6 932 37
MolmoAct 86.6 82.1 934 95.7 948 3.1
0.5 942 91.7 975 98.4 98.1 26
Octo 75.1 70.8 88.6 915 9.1 42
SmolVLA 88.8 85.4 94.7 96.1 953 33
GROOT-N1 93.9 926 9.8 98.0 97.6 25
OpenVLA-OFT ~ 97.1 948 939 95.0 946 38
7o-FAST 85.5 82.9 95.6 96.9 9.2 24
VLA-0 94.7 91.9 82.8 84.4 837 54

Transformer Layer
s ) " s "

out
the
bowl

the
st N
2 NN

| I
v IR .

Figure 3: Causal trace of a command-preserving perturbation
through 7o 5. For a fixed observation, we patch each adversarial
token-layer residual state to its benign counterpart and measure the
change in the first action prefix. Purple indicate activations that sup-
port target-like action; blue indicate activations that oppose it; white
cells have little effect. The heatmap is averaged over 10 seeds.

Causal score

The same intervention on ordinary command words such as put or bowl has little effect. This
localizes the attack to the internal representation of the destination: a small corruption of the desti-
nation word creates a hidden state that steers the action head toward the alternate behavior.

KF#5: The attack remains target-like on the
states it creates. The adversarial prompt matches
the target teacher at the initial frame and persists
to behave like the target prompt along its own
closed-loop rollout. To measure this, we roll out
the attack prompt, save the observations visited
by the attacked policy, and relabel each of those
same observations with the benign, target, and at-
tack prompts using paired flow noise. At each re-
planning step, we compare the attack action pre-
fix to the benign-teacher and target-teacher ac-
tion prefixes. Figure 4 shows that the attack stays
target-like over most of the rollout, and especially
during branch windows where the benign and tar-
get teachers disagree strongly—keeping the alter-
nate behavior on the states produced by its own
earlier actions, rather than only causing a one-
step action change at the beginning.

KF#2: Small perturbation budgets already suf-
fice, while larger budgets reduce search cost. Av-
eraging the reported edit column over the VLA
rows in Table 1 gives only 3.4 character edits per
successful attack. This shows that the vulnerable
region is very close to the original command The
token-budget study in Figure 5 shows the com-
plementary tradeoff. With a tighter budget, the
search has less freedom and needs more policy

(a) Target affinity over attacked rollout states branc
1

(b) Distance to each teacher on the same states

(c) Teacher separation / branch strength teache

replanning step

Figure 4: Closed-loop target affinity on attack-induced states.
(a) shows target affinity over replanning steps; positive values mean
the adversarial action is closer to the target teacher. (b) shows the
underlying distances to the teachers. (c) marks teacher separation,
gray indicates branch points.
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Figure 5: Perturbation budget versus search cost. We vary the

maximum number of prompt tokens the search may modify.
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Figure 6: Hardware validation. (a) Qualitative results from SmolVLA. (b) Performance of SO100-finetuned VLAs.

queries to find a successful perturbation; with a larger budget, the same attack objective becomes
easier to satisfy and the number of queries drop.

KF#4: The attack survives real-robot deployment. The hardware results show that command-
preserving redirection is not only a simulator artifact. Under the benign prompt, the models exe-
cute the original task reliably; under the adversarial near-benign prompt, the original task success
collapses (see Figure 6). The same class of small command perturbations also change real robot
behavior after deployment-specific training, so the vulnerability persists through the full stack—
language conditioning, visual perception, action decoding, and hardware execution.

KF#6: Defending against attacks requires Table 2: Effect of prompt preprocessing on attack success.
command-level normalization. Table 2 show a Each preprocessing step is applied before the prompt reaches

. . . . 7.5 in the LIBERO-Goal benchmark.
clear defense hierarchy. Lightweight formatting
Clean SR Attack Prompts

changes preserve clean behavior, but they leave Preprocessing retained (%) ASR (%) changed (%)
much of the attack surface intact because many none 100.0 95.1 0.0
successful prompts remain valid near-benign Whitespace normalization 994 837 41.8
. Punctuation stripping 98.6 583 73.6
commands after these transformations. Stronger unicode NFKC normalization 997 924 189
: : : s Spell correction 96.9 31.8 82.7
transformations that repair or canonicalize the P <®etor - 01r o 1000

instruction sharply reduce attack success. Hence,
the right defense is to place a command-normalization layer in front of the VLA: map noisy or
corrupted instructions back to a small set of validated task commands before action generation.

7 Conclusions and Limitations

This work introduced command-preserving trajectory redirection: a stronger VLA prompt-attack
setting where a single near-benign prompt, issued once at the start of an episode and containing
no target instruction, redirects a frozen policy toward an adversary-specified physical goal. Across
simulation and hardware, we show that these attacks (i) reliably redirects diverse VLA families to
attacker-chosen final outcomes while keeping the policy, environment, and evaluator fixed, (ii) re-
quire only small character-level changes and (iii) produce controlled task redirection, staying aligned
with the adversary target when the original and target tasks require different actions. The causal anal-
ysis further shows that the effect is concentrated in the corrupted destination representation, giving
a concrete mechanism for how a prompt that appears to specify the intended task can select a differ-
ent physical trajectory. These results show that robust VLA deployment requires treating language
grounding as part of the closed-loop control system.

Limitations: Our evaluation focuses on manipulation tasks in LIBERO and SO100 hardware, so
the attack surface may differ for navigation, mobile manipulation, or long-horizon multi-stage tasks.
The search assumes query access, which may overestimate attacker capability in fully locked-down
deployments. Future work: Future work will develop command canonicalization and certified
prompt-preservation defenses that preserve normal VLA usability while preventing small textual
perturbations from changing the closed-loop task trajectory.
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